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LQFLGHRWHRWPR QODOHVWGHYXOQHUDEUBGNGDGHYV
HVWXGLDEGWKNUDDHFRPISWHQFQLBNHVDSDDD
SUHSDUDSDAWHODFHUWLILFOFRED-$&\6$ |
GHVHPSH:BIUMMR VD PAHRPWHQ DO LEMADHIXULGDG
FLEHUQ«WLFD

&RPS7-806$ HWXQBHUWL I LFDUEILURIHV LMD DH YV
FLEHUVHJRXWGHDGF D UGB HWHFB UMY HQFLUQ
UHVSXIDYWPL G HQWWHME PR QLW KR DRV LGHOP
VHJIXU LG DEH UWL | IFRCERMH® BRPRCRSHUDFLRQHV
GHVHJIXULGDBVWGHYXOQHUDE LA 8 B SXIVV W D
JHVWGHRQFLGHQRMOVRUR KOMFRP XQLFDFQRY
PDUFRV GH PHWRGRORJ D GH DWDTXH

(OF X UWR V& WU X FWIQUPGIRGDGRQGMFRQWUDUEV
FRQW H QA I8 RWISHFOMW X IMXKMVRU £ F WL A UFLFLR YV
DXWRVWLREDEOBWRYPHWRGRG®E DHQGHOD MH

O QHD R H OHDUQLQJ
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$ SURIHVLREHDOXYEXVFBEWHRBBEHLOLGRBRYV
FDSWXBPRQLWRUHDHVNSRQSWRDFWLY DPERWH
KDOODG WV E£IGFOR HGQ IDWAWB JXUIGGHWRIWZDUH
\ODD'SOLFDRABRWRPDWIBHRVIXIBEDPHQD]DV
\ HO FXPSOLPLHQWR QRUPDWLYR GH 7”7
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FID\Q | D&GHDWYQ £ OG WL V

e "GHQWLANRYDO XDRILQD]DYXOQHUDEIHILGDGHYV
VLVWHPDV \ UHGHV

e "PSOHPHQWWDAREW IGFHDVYH J X U L Gl DH5F W LSYIDWD
SURWHJHU OD LQWHJULGDG GH ORV GDWRYV

e 'HWHFWDHYSR@GAPLGHHQWHWU IHERW GHP SR
UHDO

e SDUWLFHDBEWLYLGBBXR/SOLPLHWNRULGDG
HPSUHVDULDO

e 'HVDUURSIDDIDWER O VBELHY DB YX U IHVZEG F SIOADD/
RUJDQL]DFLRQHYV

JII—QFOX\ H

e &ODVHV HQ YLYR

e 9LGHRV WXWRULDOHYV

¢ SHFXUVRV GHVFDUJDEOHYV

e $FFHVR HQ GLIHUHQWHY GLVSRVLWLYRYV

e SFWLYLGDGHYV SDUD GHVDUUROODU KDELOLGDGHYV

e $XWRHYDOXDFLUQ GH KDELOLGDGHYV

e 7XWRUHV RQOLQH SDUD UHVROYHU WXV GXGDV

e $VHVRU D HQ HO SObQ GH WX GHVDUUROOR SHUVRQDO \ SUI
e S§HUWLILFDGR GH SDUWLFLSDFLpQ

|
Jl * 4 X« QHFHVVDV'

e &RPSXWDGRU R WDEOHW
e $SFFHVR D LQWHUQHW
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V GH &LEHUVHJXULGDG $YDQ]DGD

V GH VHIXULGDG FLEHUQ«WLFD
FLDV DFWXDOHYV
o 3ULQFLSLRV GH VHJXULGDG DYDQ]DGRYV
o "QWURGXFFLuQ D OD VHIXULGDG HQ OD QXEH
e $Q£OLVLY DYDQ]J]DGR GH DPHQD]DV
o $Q£0OLVLVY GH PDOZDUH \ W«FQLFDV GH HYDVLuQ
o $Q£0OLVLVY GH WUEILFR GH UHG
o "GHQWLILFDFLpPQ GH LQGLFDGRUHV GH FRPSURPLVR "R&
e +tHUUDPLHQWDYV DYDQ]DGDV GH VHJXULGDG
o 8VR GH 6”(0 *HVWLpQ GH (YHQWRV H "QIRUPDFLpQ GH
6HIJXULGDG
o +HUUDPLHQWDYVY GH GHWHFFLpQ \ UHVSXHVWD DYDQ]DGD
o $XWRPDWL]DFLPQ GH WDUHDV GH VHJXULGDG
e 3RO WLFDV \ QRUPDWLYDV GH VHIJXULGDG DYDQ]DGDV
o &XPSOLPLHQWR QRUPDWLYR DYDQ]DGR
o &UHDFLpuQ GH SRO WLFDV GH VHIXULGDG SHUVRQDOL]DGD
o 6HIJXULGDG HQ HQWRUQRV YLUWXDOHYV \ HQ OD QXEH

8QLGDG —- $Q£OLVLV GH 9XOQHUDELOLGDGHV \ $PHQD]DV

e _GHQWLILFDFLUQ GH DPHQD]DV \ YXOQHUDELOLGDGHYV
o (YDOXDFLuQ GH ULHVJRV \ DPHQD]DV
o OHWRGRORJ DV GH SUXHEDV GH YXOQHUDELOLGDG
o $QEOLVLV GH VLVWHPDV \ UHGHV
e (YDOXDFLUQ GH VLVWHPDV \ DSOLFDFLRQHYV
o 3UXHEDV GH SHQHWUDFLuQ DYDQ]DGDV
o "GHQWLILFDFLpPQ GH YXOQHUDELOLGDGHV GH VHIJXULGDG
o +HUUDPLHQWDV \ W«FQLFDV GH HYDOXDFLpuQ GH DSOLFDF
e *HVWLPQ GH YXOQHUDELOLGDGHYV
o 3ULRUL]DFLUQ \ JHVWLPQ GH YXOQHUDELOLGDGHYV
o "QIRUPH \ VHIJXLPLHQWR GH YXOQHUDELOLGDGHYV
o $XWRPDWL]DFLuQ GH HVFDQHRYV GH VHJXULGDG
e 3ROWLFDV \ SURFHGLPLHQWRY GH VHIJXULGDG
o 3ROWLFDV GH VHIJXULGDG GH DSOLFDFLRQHYV
o 3UXHEDV GH VHJXULGDG \ UHYLVLHQ GH FuGLJR
o $XGLWRU DV GH VHIJXULGDG DYDQ]DGDYV
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\ 5HVSXH

IDV HQ WLHPSR UHDO
XVRV \ VLVWHPDV GH SUHYHQFLpQ GH

WURV \ HYHQWRY GH VHJXULGDG
DV GH GHWHFFLuQ
e SHVSXHVWD D LQFLGHQWHYV
o 30DQLILFDFLuMQ GH UHVSXHVWD D LQFLGHQWHYV
o (VFDODFLPQ \ FRQWHQFLPQ GH LQFLGHQWHYV
o SBHFXSHUDFLUQ GH VLVWHPDV \ GDWRYV
e _—QYHVWLJIDFLUQ GH LQFLGHQWHYV
o $QEOLVLV IRUHQVH GH VLVWHPDV \ UHGHV
o SGHFRSLODFLpQ GH HYLGHQFLD \ FDGHQD GH FXVWRGLD
o 3UHVHQWDFLUQ GH LQIRUPHYV GH LQFLGHQWHYV
e 6LPXODFURYV GH LQFLGHQWHYV
o (VFHQDULRYV GH VLPXODFLYQ GH LQFLGHQWHY UHDOHV
o (YDOXDFLuQ \ PHMRUD GH OD UHVSXHVWD D LQFLGHQWHV
o &RPXQLFDFLUQ \ FRRUGLQDFLUQ GH HTXLSRYV

8QLGDG -9 2SHUDFLRQHV GH 6HJXULGDG

e &RQILIJXUDFLUQ \ JHVWLPQ GH VHIXULGDG
o &RQILIXUDFLuUQ GH VLVWHPDV \ GLVSRVLWLYRV VHIJXURV
o &RQWURO GH DFFHVR \ DXWHQWLFDFLuQ DYDQ]DGD
o ORQLWRUHR GH VHJXULGDG \ DOHUWDYV

e $GPLQLVWUDFLPQ GH DPHQD]DV \ HYHQWRYV
o $QEOLVLV \ HYDOXDFLUQ GH HYHQWRYV GH VHJXULGDG
o *HVWLPQ GH UHJLVWURV \ UHJLVWURYV GH VHIJXULGDG
o 3RO WLFDV \ SURFHGLPLHQWRY GH VHIJXULGDG

e 6HIXULGDG HQ OD QXEH \ YLUWXDOL]DFLuQ
o &RQVLGHUDFLRQHV GH VHIJXULGDG HQ OD QXEH
o 9LUWXDOL]DFLuQ VHJXUD
o &XPSOLPLHQWR HQ HQWRUQRYV YLUWXDOHYV

e 3URWHFFLUQ GH OD UHG
o 3URWHFFLuQ DYDQ]DGD FRQWUD DPHQD]DV HQ OD UHG
o JLUHZDOO DYDQ]DGR \ W«FQLFDV GH ILOWUDGR
o BHJPHQWDFLUQ GH UHG \ SRO WLFDV GH VHIJXULGDG
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R\ 6HJIX

ODFLRQHYV

JXULGDG FLEHUQ«WLFD

SOLPLHQWR \ DXGLWRU ™D

V \ FXPSOLPLHQWR

PLHQWRY HPSUHVDULDOHV
o '"HVDUUROOR \ UHYLVLuQ GH SRO WLFDV GH VHIJXULGDG
o 30DQLILFDFLuQ \ JHVWLPQ GH SRO WLFDV GH VHIJXULGDG
o (GXFDFLuUQ \ FRQFLHQFLDFLUQ GH VHIJXULGDG

e (VWUDWHJILDV GH VHIXULGDG HPSUHVDULDO
o &RQWLQXLGDG GHO QHJRFLR \ UHFXSHUDFLuUQ GH GHVDVW
o "PSOHPHQWDFLpQ GH PHGLGDV GH VHIJXULGDG DYDQ]DGD\
o BHJXULGDG HQ OD FDGHQD GH VXPLQLVWUR

e 6LPXODFUR GH DXGLWRU D \ FXPSOLPLHQWR
o 6LPXODFUR GH DXGLWRU D GH VHIJXULGDG
o 3UXHEDV GH FXPSOLPLHQWR \ UHYLVLpQ
o 3UHSDUDFLUQ SDUD H[EPHQHV GH FHUWLILFDFLuQ
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-QYHUALIQ
5 1
&208178$&% 1 "L7(*5$/ _&2037'$&<6$ _3/$1' ( (678" ™2










	Curso CompTIA CySA+

